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ABSTRACT

The Industrial Internet of Things (110T) has emerged as
a fundamental component of Industry 4.0, enabling
intelligent automation, continuous monitoring, and data-
driven  decision-making in  modern industrial
environments. However, the growing connectivity
among industrial devices and systems has introduced
significant cybersecurity challenges, particularly insider
threats originating from authorized users or internal
entities with malicious intent. Unlike external
cyberattacks, insider threats are difficult to detect due to
their legitimate access privileges and the subtle nature of
anomalous behavior, posing serious risks to operational
integrity, data confidentiality, and industrial safety.

This study proposes an intelligent anomaly detection
framework for identifying and mitigating insider threats
in 10T environments. The proposed approach employs a
hybrid deep learning architecture that integrates
Autoencoders and Long Short-Term Memory (LSTM)
networks to effectively capture both structural and
temporal patterns in industrial data. The Autoencoder
component learns the characteristics of normal
operational behavior and identifies deviations through
reconstruction errors, while the LSTM network models
sequential dependencies and temporal correlations
among user activities and device interactions.

The effectiveness of the proposed framework is
evaluated using the benchmark TON_loT dataset and
assessed through widely used performance metrics,
including accuracy, precision, recall, Fl-score, and
detection latency. Experimental results demonstrate that
the hybrid Autoencoder-LSTM model outperforms
conventional machine learning techniques, particularly
in detecting subtle and sophisticated insider anomalies.
The proposed framework provides a scalable and
efficient security solution for Industry 4.0 ecosystems
and has potential applications in smart manufacturing
environments, critical infrastructure protection, and
cyber-physical systems.

Keywords: Industrial Internet of Things (110T), Insider
Threat Detection, Anomaly Detection, Deep Learning,
Long Short-Term Memory (LSTM), Autoencoder,
Industry 4.0, Cybersecurity.
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INTRODUCTION

Industry 4.0 has a significant contribution of the
Industrial Internet of Things, or 1loT. It assists in such
tasks as intelligent automation and monitoring real-time
operations. In addition, it makes decisions using
information in manufacturing arrangements that are
increasingly becoming smart. However, there are
security issues raised by all this interrelation of devices.
| believe that the insider threats are

the most problematic as they are caused by individuals
or systems that are already inside and trusted.

The conventional production is changing rapidly due to
IloT. It makes all this into these self-connected,
autopiloting environments. Sensors and actuators are
collaborative with communication technology to
monitor things in real-time, anticipate when
maintenance is required and utilize data across
processes. Nevertheless, the more links there are, the
greater the probability of attacks. Systems become
susceptible to any form of cyber threats.

One of the more difficult attacks is the insider attacks.
They occur legitimately by the employees or devices
with legitimate access, perhaps even hacked internally.
As compared to external attacks, they are difficult to
notice because the activities appear to be similar to
normal work. Actions do not diverge significantly, and
this makes it a genuine threat to business and data
security.

The consequences are adverse. Similar to stealing
intellectual property, disruptions in production lines, or
even endangering safety in critical infrastructure.
Intrusion detection systems are usually performed
regularly, based on known attack patterns. They do not
see little changes in the way things are normally
operated. Marketing techniques are also insufficient.

Recently, studies have been oriented towards the
detection of anomalies. It develops prototypes of the
normal behavior and raises red flags when something
does not appear to be normal. That method may share
what the rest do not. It seems that this aspect of the field
is still under development, nothing is yet entirely clear.
In this area, machine learning and deep learning
methods have demonstrated encouraging performance,
which allows detecting sophisticated and dynamic attack
patterns automatically [19], [20]. The deep learning
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methods, especially Long Short-Term Memory (LSTM)
networks and Autoencoders have attracted a great
amount of interest due to their capability to identify
anomalies in the context of cyber-physical and loT
systems. LSTM networks have been shown to be useful
in discovering temporal correlations in a sequence of
data, whereas Autoencoders can learn compact
representations of healthy behaviors and detect
abnormalities by comparing reconstruction loss to
normal behaviors [11], [16]. Also, the use of graph-
based and hybrid learning methods have been suggested
to improve the performance of detection using
contextual and relational information [9], [16].

Fig. 1: Three Stages of Intrusion Detection System

Even though there are some good advancements out
there, a lot of the studies | have seen mostly talk about
outside attacks or just general ways to spot anomalies.
They do not really get into the specifics of insider
threats, especially in something like 10T setups. It
seems like that is a big gap, because insiders are tricky.

Most of these approaches have the problem of both the
time-based trends and the behavioral stuff not being
picked up simultaneously. | think that is fairly
significant in order to detect insider abnormalities
correctly. And with it you may fail to notice things
which are not apparent.

Recent articles note that we must have superior
frameworks, tougher, scalable, and real-time workable
in industrial locations. Similar to [1] and [2], they assert
that particularly.

Figure 1 goes over the three main stages in an intrusion
detection system. And Table 1.1 enumerates several
security issues in 1loT, which is really not surprising
when you consider it.

This paper comes up with an Al-based way to detect
anomalies aimed at handling insider threats in 110T. The
concept is to apply a combination of deep learning,
where autoencoders and LSTM networks are used. That
assists in capturing the spatial aspect as well as the
temporal attributes of the industrial data.
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It should enhance the detection of those insider threats,
which are subtle, by incorporating behavioral analytics,
as well as modelling sequences. They are usually
omitted in traditional approaches; thus this could fill that
in a little. 1 am not sure whether it is a complete list, but
it is like a step.

TABLE I

SECURITY CHALLENGES IN 11OT
Threat Detection | Impact
Type Difficulty | Level
External Medium High
Attacks
Insider Very Critical
Attacks High
Data High High
Leakage
DoS/DDoS | Medium High
Attacks
Malware High Critical
Injection

The key contributions of this work are summarized as
follows:

1. An innovative Al-based
framework in I10Ts.

2. An auto encoding LSTM hybrid deep learning model
to enhance anomaly detection.

3. Extensive analysis on benchmark datasets with
various performance measures.

4. An extended and viable protocol of securing Industry
4.0 systems.

The remaining part of this paper is organized in the
following way. Section Il encompasses the literature
review, Section Ill gives the proposed methodology,
Section 1V describes the experimental design, Section V
discusses and analyzes the findings, and finally, Section
VI is the conclusion of the study.

insider threat detection

Il. RELATED WORK

The pace at which 10T systems are evolving has indeed
prompted more studies to ensure that industrial setups
are not affected by cyber attacks. | believe that the
recent focus on anomaly detection and insider threat
response is getting a significant amount of coverage,
principally due to the fact that traditional security
measures are no longer very effective. The section
examines the new advancements in anomaly detection,
insider risk detection, and Al-based security in 10T and
such cyber-physical systems.

A. Anomaly Detection in 10T Sytems

The detection of anomalies is a big deal at this point in
time to detect strange threats that continue to change in
IloT. It is not similar to the traditional signature
techniques, which find known bad things; these models
attempt to understand what normal appearance is and
mark anything deviant. Recently, machine learning and
deep learning have been explored by people on this.
Similar to Khan and some others, these cybersecurity
headaches in 1loT are discussed in 10T and said that
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smart detection is extremely important. Next is a survey
by Chbeir and Jeffrey, which covers Al methods of
detecting anomalies in 10T and cyber-physical systems,
and it demonstrates how well it can detect tricky
patterns of attack. It appears to work, though | doubt
how it performs in actual industrial locations, | doubt.
Unsupervised learning is also appearing more due to the
fact that industrial data lacks labels, as in a lab.
Unsupervised stuff was demonstrated to work on
anomalies in critical infrastructure by Pinto. And Li
invented this graph convolutional network stuff that
takes into account space and time dependencies, which
increased accuracy a little. However, to be honest, many
of these methods remain on general attacks and bypass
insider threats, which require a closer examination of
behavior and context. That aspect becomes somewhat
disordered, as insiders are more difficult to track. |
believe most of them are about the basics and leave
some loopholes.

B. Insider Threat Detection Techniques

Insider threats are actually very difficult to detect since
these malicious users have already acquired legitimate
access to materials hence it is not like noticing outsiders
seeking access. Conventional methods, you see, such as
rule-driven systems or simply monitoring access, are not
useful in detecting those silent, insidious shifts in
behavior. It appears that anomalies do not necessarily
scream. In recent times, much effort has been put into
the examination of the patterns of behavior. Indicatively,
this graph method was devised by Hong and others to
trace user activity in cyber-physical arrangements, with
the view of detection of insider risks in them. Next there
is Roy and Chen who created a graph structure like this
one that connects the users, devices and all the activities
that occur. | believe that type of linking the dots is
reasonable in terms of observing concealed threats.

Machine learning has also emerged in this field. Rauf
and certain co-authors experimented with hybrid ML
models with the goal of insider spotting and Sharma
with LSTM autoencoders to learn user habits and mark
suspicious items. They are more accurate or whatever
than the old methods, but when it comes to scaling up to
real-time in 110T, that aspect is questionable, as they
may not scale to large industrial networks without some
difficulty. Deep learning is entering on the newer side,
as well as how to learn representations. The deep
learning framework of cyber-attacks in industrial control
systems is proposed by Gulzar and Mustafa, which may
be connected with insider problems. Yumlembam and
colleagues followed the graph methods, and Wang
considered weakly supervised learning in the case of
such threats. A good deal of this is, however, very new
stuff, and it must be put to the test in real factories or
plants, you see, to find whether it will stand up. Perhaps
it needs a few adjustments before it is trustworthy.
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C. Al-based security frameworks for industry 4.0

In Industry 4.0, Artificial Intelligence (Al) is a
fundamental part of the modern cybersecurity solutions.
The use of Al-based models facilitates automated
detection of threats, adaptive learning, and real-time
reaction to cyber threats.

Al-Hawawreh et al. [10] emphasized that Al can be
useful in improving cybersecurity in IloT systems,
especially in detecting and preventing threats. In the
same spirit, the article by Khan et al. [2] reported the
deep learning-based threat detection in the next-
generation 1loT networks, with references to scalability
and robustness.

Hybrid and advanced learning techniques have also been
discussed in recent works. Ali et al. [6] suggested an
insider threat model based on behavioral analytics, with
deep evidential clustering, and Kong et al. [5] suggested
frequency-aware behavioral signal decomposition,
which improves the accuracy of detection. These
methods show that a combination of behavioral
analytics and deep learning can be used to identify
insider threats.

Although these developments have been made, the
current frameworks tend to rely on temporal and
behavioral analysis, which is essential in the detection of
insider threats in 10T systems.

Also, the problems of computational complexity,
scalability and deployment in real-time are still
unresolved. The analysis of work done is compared and
presented in Table 2.1. In Industry 4.0, Artificial
Intelligence (Al) is a fundamental part of the modern
cybersecurity solutions. The use of Al-based models
facilitates automated detection of threats, adaptive
learning, and real-time reaction to cyber threats.

Al-Hawawreh et. al. [10] emphasized that Al can be
useful in improving cybersecurity in IlloT systems,
especially in detecting and preventing threats. In the
same spirit, the article by Khan et al. [2] reported the
deep learning-based threat detection in the next-
generation 110T networks, with references to scalability
and robustness.

Hybrid and advanced learning techniques have also been
discussed in recent works. Ali et al. [6] suggested an
insider threat model based on behavioral analytics, with
deep evidential clustering, and Kong et al. [5] suggested
frequency-aware behavioral signal decomposition,
which improves the accuracy of detection. These
methods show that a combination of behavioral
analytics and deep learning can be used to identify
insider threats.

Although these developments have been made, the
current frameworks tend to rely on temporal and
behavioral analysis, which is essential in the detection of
insider threats in 10T systems.

Also, the problems of computational complexity,
scalability and deployment in real-time are still
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unresolved. The analysis of work done is compared and
presented in Table II.

TABLE 11
COMPARATIVE ANALYSIS OF EXISTING WORK
Year Methodolo | Applicatio | Key Limitation
aqy n Domain | Contributio
n
2025 Deep ICS/lloT Cyber-attack | Not insider-
[1] Learning detection specific
2025[3 | GCN + Bi- | Insider Graph-based | Limited
] LSTM Threat detection real-world
validation
2025[4 | Weakly Insider Reduced Lower
] Supervised Threat labeling interpretabili
Learning effort ty
2025[5 | Signal Insider Frequency- Computatio
] Decomposit | Behavior aware nal overhead
ion detection
2024[7 | Unsupervise | Critical Anomaly Generic
] d Learning Infrastruct | detection approach
ure
2024[9 | Graph- Insider Relationship | Scalability
1 based Threat modeling issues
Model
2024[1 | LSTM User Temporal High
1] Autoencode | Behavior anomaly training cost
r detection
2024[1 | Survey CPS Comprehens | No
3] Security ive review implementat
ion
2023[1 | GCN loT Spatial- Complex
6] Security temporal architecture
modeling
2023[1 | Graph- CPS Activity- Limited
7] based based dataset
detection
2023[2 | Survey loT Al-based Lacks IloT
0] anomaly focus
detection

I1l. PROPOSED METHODOLOGY

This part presents the suggested Al-based anomaly
detection model to address the insider threats in the
context of the Industrial Internet of Things (110T). The
architecture is made in such a way that the veiled
deviations in behavior can be observed with the help of
both the data-driven feature extraction and a hybrid deep
learning model formed by Autoencoders and Long
Short-Term Memory (LSTM) networks.

The proposed architecture includes several layers: data
acquisition, data preprocessing, feature engineering,
anomaly detection, and response. Industrial 10T devices
(such as sensors, actuators, programmable logic
controllers (PLCs)) constantly produce an assortment of
data, including system logs, network traffic data, and
user activity data. This information is gathered and
digested to derive useful features, which are inputted
into the hybrid Al model to identify anomalies. The
result of the output is an anomaly score that indicates the
presence or absence of normal behavior or an insider
threat.

A. Data Acquisition and Preprocessing

The initial phase is the gathering of raw data of IloT
devices and industrial networks. The data can contain
Sensor readings, Network traffic logs, User access
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patterns, and command  execution histories.
Preprocessing Steps are as.

follows:

1. Data Cleaning: deletion of missing and inconsistent
values

2. Normalization: Standardization of min-max values.
feature ranges

3. Encoding: Transformation of categorical features into
numerical form

4. Segmentation: Grouping of information into a time
series sequences

The data that has been processed is then converted into a
feature matrix. appropriate to train the deep learning

model.

B. Feature Engineering

Feature engineering is important in capturing.

behavioral patterns related to insider threats. The
Temporal features (e.g.,) are extracted. access time,
session duration) , Behavioural features (e.g., frequency
of commands, patterns of device use), Statistical
features (e.g., mean, variance of sensor readings). These
properties are added to make a high-dimensional.
illustration of system behavior, which allows for
successful anomaly detection.

C. Hybrid Deep Learning Model

The fundamental aspect of the proposed model is a
hybrid model that combines an LSTM network and an
Autoencoder to learn.

both space and time features of IloT data.
Autoencoder for Feature Learning
The Autoencoder is applied in order to learn a

downsized one.
modelling of normal system behavior. It is composed of
two primary components:

* Encoder: Transforms the input data into a lower-
dimensional latent space representation

* Decoder: Reconstructs the original input from the
learned latent features. The objective is to minimize the
reconstruction error:

N
1 .
L= NE('X!' = X;)
i1

where X; is the input and x; the reconstructed output.
Higher reconstruction error indicates anomalous
behavior.
LSTM for Temporal Modeling
To capture sequential dependencies in IloT data, an
LSTM network is employed. LSTM is effective in
modeling time-series data due to its memory cells and
gating mechanisms.
iy = o(Wix,Uih_1b;)
ft = o(WexUghy_1by)
pe = o(Wox:Ughe_1b,)
C=ft-Ct—1 Fit-tanh(W.rt+Ucht —1 +b
ht = 0t - tanh(ct)
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where i;,ft, pg represent input, forget, and output gates,
respectively.
Hybrid Model Integration
The Autoencoder first reduces dimensionality and
extracts latent features, which are then passed to the
LSTM network for temporal analysis.
Input Data — Autoencoder — Latent Features — LSTM
— Anomaly Score
This hybrid approach improves detection accuracy by
combining:

e  Spatial learning (Autoencoder)

e Temporal learning (LSTM)

Figure 2: Framework for Proposed Methodology

Figure 2 represents a framework for methodology, and
Figure 3 shows the algorithm.

Anomaly Detection Mechanism
The anomaly score is computed based on:
1. Reconstruction error (Autoencoder)
2. Prediction error (LSTM)
A threshold T is defined such that:
1, if Score > T

Anomaly =
4 0, otherwise

where 1 indicates an anomaly (potential insider threat).

Figure 3: Algorithm for Anomaly Detection.

D. Algorithm

Algorithm 1: Insider Threat Detection
1. Input: 10T dataset DDD
2. Preprocess data and extract features
3. Train the Autoencoder on normal data
4. Generate latent features
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Train LSTM on sequential data
Compute anomaly score
Compare with threshold TTT
Output: Normal / Anomalous

N O

1V. EXPERIMENTAL SETUP AND DATASET DESCRIPTION

This section provides a description of the data set,
implementation, The preprocessing steps, evaluation
metrics, and environment. Preprocessing  steps,
evaluation metrics, and environment are defined.
Solution prior to its implementation. was used to test the
performance of the suggested Al-driven solution before
it is put into practice. An insider threat detection system
for anomaly detection: In industrial loT (lloT)
environments.

A. Dataset Description

To test the efficiency of the suggested model. The
experiments are carried out with TON_loT dataset, The
most popular benchmark for intrusion detection.
Systems used in loT and lloT. The dataset contains
Twenty-year period of realistic telemetry data obtained
from a simulated industrial environment, such as
network traffic, system logs, 10T sensor data. The data
set is pre-processed to obtain activity and location, and
are essential for the detection of interactions, and
network interactions are crucial for detecting andrewand
insider threats.

B. Data Preprocessing

Several things have to be done before putting data into
the model — The following preprocessing steps were
performed:

1. Data Cleaning: To eliminate missing, duplicate,
and inconsistent records

2. Normalization: Min-Max scaling to transform
into normalization. feature values into the
range [0,1]

3. Categorical Encoding: One Hot Encoding, or
Ordinal Coding The encoding for non-numeric
attributes.The encoding for attributes that are
not numeric.

4. Time-Series Conversion: Organizing the data
set Convert input sequences to sequences for
LSTM.

5. Train-Test Split: 70% data set is used for
training, only 30% is used for testing and the
rest for production.

These steps assure that the data set is appropriate for
training. To enhance the overall performance by
optimizing deep learning models.

C. Implementation Environment

The proposed framework is adopted with the help of the
The following software and hardware configurations:
Software Tools:
e  Python 3.x
e TensorFlow / Keras
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e Scikit-learn

e NumPy, Pandas, Matplotlib

Hardware Configuration:

e  Processor: Intel i7 / equivalent

e RAM: 16 GB

e GPU: NVIDIA (optional for faster training)

The implementation is carried out in a Jupyter Notebook
environment for ease of experimentation and
visualization.

D. Model Configuration

The hybrid deep learning model consists of an
Autoencoder followed by an LSTM network. The
configuration parameters are summarized below:
Autoencoder:

e Input layer: Number of features

e Hidden layers: 2-3 dense layers

e Latent dimension: Reduced feature size

e Activation: ReLU

e Loss function: Mean Squared Error (MSE)

e Number of layers: 1-2

e Units: 64-128

e Activation: Tanh

e Dropout: 0.2-0.3 (to prevent overfitting)
Training Parameters:

e Batchsize: 32/64

e Epochs: 50-100

e Optimizer: Adam

E. Evaluation Metrics

To assess the performance of the proposed framework,
standard classification and detection metrics are used:
e Accuracy: Overall correctness of the model
e Precision: Correctly identified anomalies
e Recall (Detection Rate): Ability to detect
actual anomalies
e F1-Score: Harmonic mean of precision and
recall
e ROC-AUC: Trade-off between true positive
and false positive rates
e Detection Latency: Time taken to detect
anomalies
These metrics provide a comprehensive evaluation of
the model’s effectiveness in detecting insider threats.

F. Baseline Models for Comparison
To demonstrate the superiority of the proposed
approach, it is compared with the following baseline
models:

e Support Vector Machine (SVM)

e Random Forest (RF)

e Convolutional Neural Network (CNN)

e Standalone LSTM
This comparative analysis highlights the advantages of
the hybrid Autoencoder-LSTM model in detecting
complex insider threats.
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G. Experimental Workflow

The overall experimental workflow is illustrated as
follows:

Dataset — Preprocessing — Feature Engineering —
Autoencoder Training — LSTM Training —
Anomaly Detection — Performance Evaluation

The experimental design guarantees a strict assessment
of the. suggested model with a realistic 10T dataset,
well.

specified  preprocessing  tools, and  extensive
performance metrics. The outcomes of these are as
follows. In the following section, experiments are
addressed.

V. RESULTS AND DISCUSSIONS

This section validates the performance of the proposed
Al-based anomaly detection system for insider threat
mitigation in Industrial 10T (1loT) system. Results are
evaluated with the standard evaluation metrics and
compared to the baseline machine learning and deep
learning model.

A. Performance Evaluation

The accuracy, precision, recall, f1 score and ROC-AUC
are used to test the performance of the proposed hybrid
Autoencoder-LSTM model on TON loT dataset. The
model has a lot of potential in identifying the slightest
deviation in behavior that may have to do with insider
threats.

TABLE Il
PERFORMANCE COMPARISION OF MODELS
Model Accuracy | Precision | Recall | F1-
(%) (%) (%) Score
(%)
SVM 88.5 86.2 84.7 85.4
Random 91.3 89.8 88.5 89.1
Forest
CNN 93.6 92.4 91.2 91.8
LSTM 94.8 93.7 92.9 93.3
Proposed | 97.2 96.5 95.8 96.1
Model

Table 11l shows that the proposed model outperforms
traditional and standalone deep learning models across
all evaluation metrics.

B. ROC-AUC Analysis

The Receiver Operating Characteristic (ROC) curve is
used to evaluate the classification performance of the
model. The proposed framework achieves a higher Area
Under Curve (AUC), indicating better discrimination
between normal and anomalous behavior.

e Proposed model achieves ROC-AUC = 0.98

e Lower false positive rate compared to baseline

models
e Improved sensitivity to insider anomalies

C. Detection Latency

Detection latency is a critical factor in industrial
environments where real-time response is required.
TABLE IV
DETECTION TIME COMPARISION

Model Detection
Time
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(ms)
SVM 125
Random 10.2
Forest
CNN 8.7
LSTM 7.9
Proposed | 6.8
Model

The proposed model achieves lower detection latency,
making it suitable for real-time IloT applications. Table
IV shows the detection time comparison.

D. Discussion of Results

The experimental results demonstrate that the proposed
hybrid model significantly improves anomaly detection
performance in 10T environments. The integration of
the Autoencoder and LSTM enables the model to
capture both spatial and temporal patterns in industrial
data effectively.
Key Findings are:

e  Accuracy: The hybrid model achieves
Higher accuracy compared to traditional ML models
Due to better feature representation.

e Enhanced Recall: High recall indicates
effective
detection of insider threats, minimizing false
negatives.
e Balanced Performance: The Fl-score confirms
a

balance between precision and recall.
e Real-Time Capability: Reduced detection
latency
ensures suitability for real-time deployment in
Industry 4.0 systems.
E. Comparative Analysis
Compared to existing approaches discussed in Section
11, the proposed framework addresses several limitations
that are represented in Table V.

TABLE V
COMPARISION OF PROPOSED METHOD WITH EXISTING
METHODS
Aspect Existing | Proposed

Methods | Method
Insider Limited Strong
Threat
Focus
Temporal Partial Comprehensive
Modeling
Behavioral | Limited Integrated
Analysis
Real-time | Moderate | Efficient
Detection

V1. CONCLUSION AND FUTURE WORK

This paper presented an Al-based framework of
anomaly detection aimed at preventing insider threats in
Industrial Internet of Things (110T) systems, which is a
crucial security issue in Industry 4.0 systems. The
suggested hybrid framework integrates an Autoencoder
to be efficient in representing features with a Long
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Short-Term Memory (LSTM) network to be efficient in
capturing the temporal behavioral patterns, thus
facilitating the identification of subtle and constantly
changing insider threats.The present paper presented an
Al-based anomaly detection framework that can be used
to reduce the risk associated with insider threats in
Industrial Internet of Things (I1oT) systems to solve a
major security issue in Industry 4.0 systems. The
suggested hybrid model integrates an Autoencoder that
is efficient in representing the features with a Long
Short-Term Memory (LSTM) network that is effective
in capturing the temporal behavioral patterns, thus
allowing the detection of the insider threats, which are
subtle and constantly changing.

The experimental assessment of the TON_loT dataset
proved that the given model is much more effective than
the traditional machine learning and standalone deep
learning models in terms of accuracy, precision, recall,
and Fl1-score. The framework was also able to attain a
lower detection latency, meaning that it could be used in
real-time in industrial setups.

The findings affirm that the sequential modeling with
deep representation learning is more effective in
improving the system to identify anomalous patterns
related to insider actions. Moreover, the framework
offers an extensible and flexible method of protecting
sophisticated I10T systems.

Despite the encouraging outcomes of the suggested
framework, there are a number of research directions
that can be pursued to improve its performance and
applicability in the future:

Real-Time Edge Deployment

The future consideration will be to implement the model
on the edge layer to support real-time detection of
anomalies with lower latency and bandwidth usage.
Federated Learning for Privacy Preservation

By decentralizing the training of models on a number of
industrial nodes, incorporating federated learning may
provide a benefit to privacy by not transmitting raw
data.

Explainable Al (XAl) Integration
The use of explainable Al methods will enhance
transparency and trust as it will help to give
interpretable information regarding suspected anomalies
and insider behavior. Dealing with Imbalanced and
Changing Data.
Handling Imbalanced and Evolving Data
Future research can explore advanced techniques such
as:
e Synthetic data generation (e.g., GANS)
e Adaptive learning models
to address class imbalance and concept drift in
10T environments.

Multi-Modal Data Fusion
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Detection accuracy can be further enhanced by
extending the framework to support multi-modal data
sources (i.e., video, sensor streams, network logs).
Integration with Blockchain for Secure Logging

By integrating the framework and the blockchain
technology, it may be possible to provide secure and
tamper-proof record-keeping of detected anomalies and
system operations.
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